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Abstract

Cellular network operators globally loose between 3% and 5% of their annual revenue to
telecommunications fraud. Hence it is of great importance that fraud management sys-
tems are implemented to detect, alarm, and shut down fraud within minutes, minimising
revenue loss. Modern proprietary fraud management systems employ (i) classification
methods, most often artificial neural networks learning from classified call data records to
classify new call data records as fraudulent or legitimate, (ii) statistical methods building
subscriber behaviour profiles based on the subscriber’s usage in the cellular network and
detecting sudden changes in behaviour, and (iii) rules and threshold values defined by
fraud analysts, utilising their knowledge of valid fraud cases and the false alarm rate as
guidance. The purpose of this thesis is to establish a context for and evaluate the per-
formance of well-known data mining techniques that may be incorporated in the fraud
detection process.

Firstly, a theoretical background of various well-known data mining techniques is
provided and a number of seminal articles on fraud detection, which influenced this thesis,
are summarised. The cellular telecommunications industry is introduced, including a brief
discussion of the types of fraud experienced by South African cellular network operators.

Secondly, the data collection process and the characteristics of the collected data are
discussed. Different data mining techniques are applied to the collected data, demon-
strating how user behaviour profiles may be built and how fraud may be predicted. An
appraisal of the performances and appropriateness of the different data mining techniques
is given in the context of the fraud detection process.

Finally, an indication of further work is provided in the conclusion to this thesis, in
the form of a number of recommendations for possible adaptations of the fraud detection
methods, and improvements thereof. A combination of data mining techniques that may

be used to build a comprehensive fraud detection model is also suggested.



Opsomming

Sellulére netwerk operateurs verloor wéreldwyd tussen 3% en 5% van hul jaarlikse inkom-
ste as gevolg van telekommunikasie bedrog. Dit is dus van die uiterse belang dat bedrog
bestuurstelsels geimplimenteer word om bedrog op te spoor, alarms te genereer, en bedrog
binne minute te staak om verlies aan inkomste tot 'n minimum te beperk. Moderne
gepatenteerde bedrog bestuurstelsels maak gebruik van (i) klassifikasie metodes, mees
dikwels kunsmatige neurale netwerke wat leer vanaf geklassifiseerde oproep rekords en
gebruik word om nuwe oproep rekords as bedrog-draend of nie bedrog-draend te klassi-
fiseer, (ii) statistiese metodes wat gedragsprofiele van 'n intekenaar bou, gebaseer op die
intekenaar se gedrag in die sellulére netwerk, en skielike verandering in gedrag opspoor,
en (iii) reéls en drempelwaardes wat deur bedrog analiste daar gestel word, deur gebruik
te maak van hulle ondervinding met geldige gevalle van bedrog en die koers waarteen
vals alarms gegenereer word. Die doel van hierdie tesis is om 'n konteks te bepaal vir
en die werksverrigting te evalueer van bekende data ontginningstegnieke wat in bedrog
opsporingstelsels gebruik kan word.

Eerstens word 'n teoretiese agtergrond vir 'n aantal bekende data ontginningstegnieke
voorsien en 'n aantal gedagteryke artikels wat oor bedrog opsporing handel en wat hierdie
tesis beinvloed het, opgesom. Die sellulére telekommunikasie industrie word bekend ge-
stel, insluitend 'n kort bespreking oor die tipes bedrog wat deur Suid-Afrikaanse sellulére
telekommunikasie netwerk operateurs ondervind word.

Tweedens word die data versamelingsproses en die eienskappe van die versamelde
data bespreek. Verskillende data ontginningstegnieke word vervolgens toegepas op die
versamelde data om te demonstreer hoe gedragsprofiele van gebruikers gebou kan word
en hoe bedrog voorspel kan word. Die werksverrigting en gepastheid van die verskillende
data ontginningstegnieke word bespreek in die konteks van die bedrog opsporingsproses.

Laastens word 'n aanduiding van verdere werk in die gevolgtrekking tot hierdie tesis
verskaf, en wel in die vorm van 'n aantal aanbevelings oor moontlike aanpassings en ver-
beterings van die bedrog opsporingsmetodes wat beskou en toegepas is. 'n Omvattende
bedrog opsporingsmodel wat gebruik maak van 'n kombinasie van data ontginningsteg-

nieke word ook voorgestel.
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after being awarded the opportunity to be involved with the implementation of a fraud
management system at one of South Africa’s cellular network operators. Early on in the
project it became apparent that South African fraud management systems rely on the
intuition of fraud analysts and their experience with fraudulent behaviour for defining
fraud detection rules and threshold values rather than on objective scientific methods and
techniques, resulting in large numbers of false alarms and undetected fraud. Modern fraud
management systems make use of data mining techniques in the fraud detection process
— not to detect fraud, but rather to confirm fraud detected by rule-based methods, or
to assess the severity of detected fraud. Data mining techniques may aid fraud analysts
to define fraud detection rules and threshold values, including classification methods able
to classify call data records as fraudulent or legitimate and clustering methods grouping
subscribers into behaviour profiles. The purpose of this thesis is to establish a context
and evaluate the performance of these well-known data mining techniques in the fraud
detection process.
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Glossary

Activation Function: A mathematical function within the neuron of a neural network
that translates the summed score of the weighted input values into a single output

value.

Adjusted Coefficient of Determination: A modified measure of the coefficient of de-
termination that takes into account the number of explanatory variables included

in a regression equation.

Agglomerative Hierarchical Method: A clustering procedure that begins with each
observation in a separate cluster. In each subsequent step, two clusters that are

most similar are combined to build a new cluster of observations.

Apriori Algorithm: A data mining algorithm for mining frequent item sets for boolean

association rules.

Apriori Property: A property used to reduce the search space and improve the gener-

ation of frequent item sets in the process of association rule mining.
Artificial Neural Network: See Neural Network.

Association Measure: A measure of similarity used in cluster analysis representing
similarity as the correspondence of patterns across variables measured in nonmetric

terms.
Association Rule: A rule based on the correlation between sets of items is a data set.
Association Rule Mining: The process of mining for association rules.

Backpropagation: The most common learning process in neural networks, in which
errors in estimating the output nodes are propagated back though the neural network

and used to adjust the weights for each node.
Bayesian Classification: See Bayesian Decision Making.

Bayesian Decision Making: A fundamental statistical approach which aids in the de-
sign of an optimal classifier if the complete statistical model governing a set of

observations is known.
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Bayesian Network: A graphical model of causal relationships that allows class condi-

tional dependencies to be defined between subsets of variables.

Base Station Controller: The part of a cellular telecommunications network’s infras-
tructure that performs radio signal management functions for base transceiver sta-

tions, managing functions such as frequency assignment.

Base Station Subsystem: A subsystem in the cellular telecommunications network
that refers to the combined functions of the base transceiver station and base station

controller.

Base Transceiver Station: The name for the antenna and radio equipment necessary

to provide cellular telecommunication service in an area.
Belief Network: See Bayesian Network.

Call Data Record: A record of a placed call. Call data records include the time when
the call was placed and the duration of the call.

Call Selling: A method used by fraudsters as a means of setting up their own cut-price
telephone service which they then proceed to sell — typically to fraudsters, to illegal

immigrants or to refugees.
Cellular Telephone: See Mobile Station.

Class Assignment Rule: A rule assigning a class to every terminal node in a classifi-

cation tree.

Classification: In classification-type problems one attempts to predict values of a cate-

gorical response variable from one or more explanatory variables.
Classification Tree: See Decision Tree.

Cloning: A technique used by fraudsters as a means of gaining free access to a cellu-
lar telecommunications network whereby a cellular telephone is reprogrammed to
transmit the electronic serial number and telephone number belonging to another

legitimate subscriber.

Cluster Analysis: A multivariate statistical technique which assesses the similarities
between units or assemblages, based on the occurrence or non-occurrence of specific

artifact types or other components within them.

Coefficient of Determination: A measure of the proportion of the variance of the

response variable about its mean that is explained by the explanatory variables.
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Conditional Mean: The mean value of the response wvariable, given the value of the

explanatory variables in a regression equation.

Confidence: The proportion of times two or more item sets occur jointly during the

process of association rule mining.

Correlation Measure: A measure of similarity used in cluster analysis representing

similarity as the correspondence of patterns across the variables.

Data Mining: The exploration and analysis, by automatic or semi-automatic means, of

large quantities of data in order to discover meaningful patterns and rules.

Decision Tree: A rule-based model consisting of nodes and branches that reaches mul-

tiple outcomes, based on passing through two or more nodes.

Descendent: If an arc is present from a node t to a node t; in a belief network, then t4

is called a descendent of node t.

Deviation: A statistic used in logistic regression to determine how well a logistic regres-
sion model fits the data.

Deviation-based Outlier Detection: An outlier detection technique identifying out-
liers by examining the main characteristics of observations in a group. Observations

that deviate from this description are considered outliers.

Discordancy Test: A test examining two hypotheses, a working hypothesis and an al-
ternative hypothesis. The hypothesis is retained if there is no statistically significant

evidence supporting its rejection.

Distance-based Outlier: An outlier detection technique identifying outliers by examin-
ing the distance between observations in a group. An observation is a distance-based
outlier if a fraction of the observations in the group lie a distance larger than some

threshold value from the observation.

Distance Measure: A measure of similarity used in cluster analysis representing simi-

larity as the proximity of observations to one another across the variables.

Divisive Hierarchical Method: A clustering procedure that begins with all observa-
tions in a single cluster, which is then divided at each step into two clusters con-

taining the most dissimilar observations.

Explanatory Variable: The independent variable in regression analysis.
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Equipment Identity Register: A database used to verify the validity of equipment
being used in cellular telecommunications networks. It may provide security features
such as blocking of calls from stolen cellular phones and preventing unauthorised

access to the network.
F Statistic: See F'-Test.

F-test: A statistical test for the additional contribution to the prediction accuracy of a

variable above that of the variables already in the regression equation.

F-to-enter Value: The minimum F-test value required when deciding on adding addi-
tional explanatory variables to the regression equation during the forward variable

selection procedure.

F-to-remove Value: An F-test value used to decide when to stop removing explanatory
variables from the regression equation when employing the backward elimination

variable selection procedure.

Feedforward Neural Network: A neural network where nodes in one layer are con-
nected only to nodes in the next layer, and not to nodes in a preceding layer or

nodes in the same layer.

Forward Model Selection: A method of variable selection in which variables are added
to the model sequentially until the gain from adding another conditioning variable

is insignificant.

Fraud Detection: The use of scientific tools to detect compromises to a cellular telecom-

munications network as part of a fraud management strategy.

Fraud Deterrence: Measures put in place to deter fraudsters from committing fraud

implemented as part of a fraud management strategy.

Fraud Prevention: The process of erecting obstacles for unauthorised access to an op-

erator’s network and systems as part of a fraud management strategy.

Frequent Item Set: An item set satisfying minimum support in the process of associ-

ation rule mining.

Global System for Mobile Communications: A digital cellular telecommunications

technology deployed in Europe, North America and South Africa.

Goodness of Split: The decrease in impurity when a parent node is splitted into two

descendent nodes during classification tree construction.

Handset: See Mobile Station.



Hidden Node: A node in one of the hidden layers of a multilayer neural network. It is
the hidden layers and activation function that allow neural networks to represent

nonlinear relationships.

Home Location Register: A database residing in a cellular telecommunications net-
work containing subscriber and service profiles and used to confirm the identity of

local subscribers.

Immediate Predecessor: If an arc is present from a node ¢t to a node t; in a belief

network, then t is called an immediate predecessor of node tg4.

Impurity Function: A function calculating the ability of a classification tree node to

distinguish between different classes.

Impurity Measure: The value returned by an impurity function and referred to as the

goodness of split in classification tree construction.

Index-based Algorithm: An algorithm used in distance-based outlier detection em-

ploying multidimensional indexing structures, such as R-trees or KD-trees.

Input Node: A node in the first layer of a multilayer neural network representing a

single variable or pattern.
Input Processor: See Input Node.
Intermediate Processor: See Hidden Node.

Internal Estimate: An estimate of classifier accuracy calculated as the proportion of
observations misclassified when the classifier is applied to a sample of observations

drawn from the same population from which the learning sample was drawn.

International Mobile Equipment Identity: A unique 15-digit number that serves as

the serial number of a cellular telephone.

International Mobile Subscriber Identity: A unique 15-digit number that identifies

a subscriber.
Item Set: A subset of items employed in the process of association rule mining.

KD Tree: A binary tree that recursively partitions an input space into parts, in a manner

similar to a decision tree, acting on real-valued inputs.

Kullback-Leibler Distance: A measure of distance between two probability distribu-
tions. It may be described as the difference between the cross entropy of the two

probability distributions and the entropy of one of them.
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Law of Iterated Probability: A theorem stating that a multivariate distribution may

be expressed as the product of marginal and conditional probility distributions.

Learning Sample: A sample of observations used in the learning process of data mining

techniques.

Linear Regression: A statistical technique that may be used to predict the value of a

response variable from known values of one or more explanatory variables.

Logistic Regression: A technique for predicting a binary response variable from known

values of one or more explanatory variables.

Memorandum of Understanding: An agreement signed between all the major global

system for mobile communications (GSM) operators to work together to promote
GSM.

Min-Max Normalisation: A normalisation technique performing a linear transforma-

tion on a set of data, scaling it to a specific range, such as [0.0, 1.0].

Minimal Cost-Complexity Method: A method of classification tree pruning, mea-

suring tree complexity as the number of terminal nodes in the tree.
Minimum Support: See Support.

Minimum Support Count: The number of transactions required for an item set to

satisfy minimum support in the process of association rule mining.

Minkowski Metric: A method of measuring the distance between two points in P di-
mensions using a variable scaling factor. When the scaling factor is 1 this metric
measures the rectilinear distance between two points, and it measures the Euclidean

distance when the scaling factor is 2.

Multivariate Analysis: A generic term used for a statistical technique that analyses a

multidimensional data set.
Mobile: See Mobile Station.

Mobile Station: A station in a cellular telecommunications network intended to be used

while in motion or during halts at unspecified points.

Mobile Subscriber Integrated Services Digital Network: The number used to call
a cellular subscriber. This number consists of a country code, a national destination

code and a subscriber number.
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Mobile Switching Centre: A central switch that controls the operation of a number
of base stations. It is a sophisticated computer that monitors all cellular calls,
tracks the location of all cellular telephones in the system and keeps track of billing

information.

National Destination Code: Part of the mobile subscriber integrated services digital

network number used to identify a subscriber’s cellular network operator.

Network Subsystem: A subsystem in a cellular telecommunications network that refers

to the mobile switching centre and network registers.

Neural Network: A nonlinear predictive weighted graph model that learns through
sequential processing of large samples of observations during which the classification

errors are used to adjust weights to improve estimation.
Neuron: A node or basic building block in a neural network.

Node: See Neuron.

Observation: A record or object in a data set made up of various attributes describing
the object.

Outlier: An observation that is substantially different from the other observations.

Outlier Analysis: A technique used to identify data observations that do not comply

with the general behaviour of the data set.

Output Node: A node in the final layer of a multilayer neural network representing

class membership.
Output Processor: See Output Node.

Overlapping Calls Detection: A fraud detection technique identifying calls from the
same cellular subscriber overlapping in time in an attempt to detect the existence

of two cellular telephones with identical identification codes.
Parent: See Immediate Predecessor.

Personal Identification Number: A code used by a cellular telephone in conjunction

with a subscriber identity module (SIM) card to complete a call.

Premium Rate Service Fraud: A type of fraud involving a large number of calls to a

premium rate service number from a subscriber’s account without their knowledge.
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Principle Component Analysis: The process of identifying a set of variables that de-
fine a projection encapsulating the maximum amount of variation in a data set and

is orthogonal to the previous principle component of the same data set.
Probabilistic Network: See Bayesian Network.

Public Switched Telephone Network: The traditional landline network that cellular

telecommunications networks often connect with to complete calls.

R-Tree: A tree data structure used by spatial access methods, such as indexing multi-

dimensional information.

Receiver Operating Characteristic: A graphical plot of the fraction of true positives
versus the fraction of false positives for a binary classifier system as its discrimination

threshold is varied.

Regression: The process of attempting to predict the values of a continuous response

variable from one or more explanatory variables.

Residual Mean Square: A measure of how well a regression curve fits a set of data

points.
Response Variable: The dependent variable in regression analysis.

Resubstitution Estimate: An estimate of classifier accuracy using the same sample

used to construct the classifier.

Saturated Model: A logistic regression model containing as many parameters as there

are observations.

Sequencial Exception Technique: One of the techniques used in deviation-based out-
lier detection, simulating the way in which humans are able to distinguish unusual

observations from among a series of supposedly-like observations.

Short Message Service: The transmission of short alphanumeric text-messages to and
from a cellular telephone. These messages may be no longer than 160 alphanumeric

characters and contain no images or graphics.
Signature: A multivariate probability distribution describing customer behaviour.

Similarity Coefficient: An indication of similarity between observations based on the

presence or absence of certain characteristics.

Statistical-Based Outlier Detection: An approach to outlier detection assuming a
distribution or probability model for the given data set, and which identifies outliers

with respect to the model, using a discordancy test.
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Strong: Association rules that satisfy both the minimum support threshold and the

minimum confidence threshold are called strong.

Subscriber Identity Module: A card inserted into a cellular telephone containing

subscriber-related data.

Subscription Fraud: Fraud occurring when a subscriber signs up for a service with

fraudulently obtained subscriber information, or false identification.

Sum of Squared Errors: The sum of the squared prediction errors across all observa-
tions. It is used to denote the variance in the response variables not yet accounted

for by a regression model.

Sum of Squared Regression: Sum of the squared differences between the mean and

predicted values of the response variable for all observations in a regression equation.

Supervised Learning: The process in a neural network implementation where a known

target value is associated with each input in the training set.
Support: The percentage of the total sample for which an association rule is valid.

Terminal Node: A node in a classification tree for which further splitting will not result

in a decrease in impurity.

Test Sample Estimate: An estimate of classifier accuracy dividing the learning sample
into two subsets, using one set to construct the classifier and the other to obtain

the estimate.

Total Sum of Squares: Total amount of variation in the response variable of a regres-

sion equation that exists and needs to be explained by the explanatory variables.

Training Phase: A phase of a neural network implementation during which learning
takes place through sequential processing of large samples of observations in which

the classification errors are used to adjust weights in order to improve estimation.

Tumbling: A technique used by fraudsters, switching between captured cellular tele-
phone identification numbers to gain access to the cellular telecommunications net-

work.

Unsupervised Learning: The process in a neural network implementation where learn-
ing occurs when the training data lack target output values corresponding to input

patterns.
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V-fold Cross-Validation: A method of estimating classifier accuracy by dividing the
learning sample into v subsets of approximately equal size, using as learning sample
all of the subsets bar one to construct a classifier, repeated across all v subsets

exclusions.

Velocity Traps: A fraud detection technique testing for call origin locations geographi-

cally far appart, but in temporal proximity.

Visitor Location Register: A network database that holds information about cellular
customers using an operators’s cellular telecommunications network but not sub-

scribing to that cellular operator.



List of Reserved Symbols

the level of significance used during an F-test [variable selection]
the net input of the i* observation into node k [artificial neural
network|

a subset of X’ obtained by repeated splitting [classification tree]

a subset of X for which d(X;) predicts membership of class C;
[classification tree]

a signature component after call n [subscriber behaviour profiling]
sets of items in I [association rule mining]

the regression coefficient of the i explanatory variable [regression
analysis|

the estimated value of a regression coefficient [3; [regression analysis]
the i'" category of categorical variable z;; [classification tree]

a number of different activation functions [artificial neural network]

the possible values of categorical variable z;; [artificial neural net-
work]

the percentage of transactions in D; containing A; that also contain
By [association rule mining]

the possible values ranging between (—oo, 00) that continuous vari-
able z;; may take on [classification tree]

the minimum confidence threshold [association rule mining]

the j' class in C [classification tree]

a set of J classes [classification tree]

the error of the " observation at output node ¢ [artificial neural
network|

a classifier classifying observations X; [classification tree]

a classifier constructed from the v** subset of learning sample £
using the method of V-fold cross-validation to calculate the internal

estimate [classification tree]
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Ay the distance or similarity between clusters U and V' [cluster analy-
sis]

duvyw the minimum of distances or similarities d,,, and d,, [cluster anal-
ysis|

dix; the distance or similarity between clustered item 7 and item k [clus-

ter analysis]

di1(X;,X,) the Euclidean distance between two P-dimensional observations X;
and X [cluster analysis]

d2(X, X) the Minkowski metric between two P-dimensional observations X;
and X; [cluster analysis]

ds(X;, X;) the Gower’s general similarity coefficient between two P-
dimensional observations X; and X; [cluster analysis]

dy, (X;, X)) the contribution to Gower’s general similarity coefficient provided
by the k" variable in the two P-dimensional observations X; and
X, [cluster analysis]

D the N x N symmetric matrix of distances or similarities between
observations [cluster analysis]

D(X, yi) the deviation in prediction accuracy between the current model and
saturated model [logistic regression]

D,(k,1) a distance-based outlier with parameters k and [ [outlier analysis]

D? a measure of distance between two points in the space defined by
two or more correlated variables, also called the Mahalanobis dis-

tance [outlier analysis]

D; a set of database transactions 77 [association rule mining]
€ the stochastic error at the i observation [regression analysis]
€; the prediction error of the regression model at the i observation

[regression analysis|

E the sum of squared errors across all observations [regression analy-
sis]
Ep the sum of squared errors computed with P explanatory variables

[regression analysis]

E(yi]Xy) the conditional mean of the response variable y;, given the values
of explanatory variables X; [logistic regression]

fai the input of the i’* observation into output node ¢ [artificial neural
network|

F the F-test statistic calculating the prediction improvement when

adding additional explanatory variables to a regression model [vari-

able selection]
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F, the initial distribution of observations [outlier analysis]
9(Xy) the logistic transformation of the logistic regression model 7(X;)

[logistic regression]

G(X:, v:) the difference in deviation of models with and without explanatory
variable z;; [logistic regression]

R the input of the i*" observation into hidden node k lartificial neural
network|

H the total number of hidden nodes [artificial neural network]

H; a hypothesis [variable selection]

H, an alternative hypothesis [outlier analysis]

i(t) the impurity measure of node ¢ [classification tree]

i the i item in the universal set of items I [association rule mining]

Ai(s,t) the decrease in impurity caused by candidate split s at tree node ¢

[classification tree]
I a universal set of items [association rule mining]
Z() an indicator function defined to be 1 if the statement between the
parenthesis is true, and 0 otherwise [artificial neural network]
I(T) the impurity measure of tree T [classification tree]
J the number of classes contained among the response values in y;

[classification tree]

K, a set of candidate k-item sets [association rule mining]
l(B,...,0p) the likelihood function [logistic regression]
Iy, an item set in L; [association rule mining]
lr,17] the j' item in item set /;, [association rule mining]
a learning sample used when constructing data mining models
L; a subset of the learning sample £ [classification tree]
L(Bi,....,0p) the log of the likelihood function I(fi, ..., 3p) [logistic regression]
L; a frequent item set in association rule mining [association rule min-
ing]
my the k' subscriber in the set of observations [association rule mining]
M the number of input nodes [artificial neural network]
M? the residual mean square for estimating prediction accuracy [regres-
sion analysis|
N the number of observations in a data set
Ne, the number of observations of class C; [Bayesian decision making]
Ng;, the number of observations of class C; having the value z;; [Bayesian

decision making]
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the maximum number of observations within radius [ of an outlier
[outlier analysis]

the total number of subsets of the observations in X [outlier anal-
ysis]

the confidence count [association rule mining]

the support count [association rule mining]

a normal distribution with mean 0 and variance o? [regression anal-
ysis]

a factor scaling the step size when updating weights [artificial neural
network|

the total number of output nodes [artificial neural network]

the set of parents of node ¢ [Bayesian network]

the proportion of observations at tree node ¢ belonging to class C}
[classification tree]

the proportion of observations in node t sent to node ¢t by candi-
date split s [classification tree]

the proportion of observations in node ¢ sent to node ¢, by candidate
split s [classification tree]

the resubstitution estimate of the probability that any observation
falls into node ¢ [classification tree]

the number of explanatory variables in one observation

the conditional probability that the hypothesis H; holds given the
observation X; [Bayesian decision making]

a conditional probability table entry [Bayesian network]

the set of conditional probability table entries [Bayesian network]
the probability of prediction accuracy under the conditional prob-
ability table P, [Bayesian network]

the significance probability of the value of the test statistic T, on
observation X; [outlier analysis]

the probability distribution describing the behaviour of subscriber
my, as a series of probabilities of cluster membership [association
rule mining|

the number of additional explanatory variables available [variable
selection)]

a set of binary questions used during tree construction [classification
tree]

the resubstitution estimate of the probability of misclassification

[classification tree]



the sum of squared regression across all observations of a regression
model [variable selection)]

the coefficient of determination for estimating prediction accuracy
in regression models [variable selection]

the adjusted coefficient of determination for estimating prediction
accuracy in regression models [variable selection]

the rate of misclassification when applying classifier d to a set of
observations [classification tree]

the internal estimate of R’(d) [classification tree]

the rate of misclassification when applying classifier d*) to a set of
observations [classification tree]

the rate of misclassification achieved in tree T' [classification tree]
the rate of misclassification achieved in node ¢ of tree T' [classifica-
tion tree]

the cost-complexity measure [classification tree]

the error-complexity measure [regression tree]

a candidate split at tree node ¢ [classification tree]

the candidate split s at tree node ¢ yielding the largest decrease in
impurity [classification tree]

the best surrogate split of candidate split s [classication tree]

a non-empty subset of frequent item set {; [association rule mining]
the set of candidate splits s at tree node ¢ [classification tree]

the variance of response variables y in a sample of observations
[variable selection]

a subset of the observations in X' [outlier analysis|

the minimum support threshold [association rule mining]

a node in binary tree T' [classification tree]

a descendent of node t [Bayesian network]

the j descendent of node ¢ [Bayesian network]

the descendant to the right of tree node t [classification tree]

the descendant to the left of tree node ¢ [classification tree]

a tree consisting of the root node [classification tree]

a binary tree [classification tree]

the current set of terminal nodes in the binary tree T [classification
tree]

a branch of tree T with root node ¢ [classification tree]

a pruned subtree of tree T [classification tree]

the number of terminal nodes in tree T' [classification tree]
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Ts the total sum of squares across all observations of the regression

model [variable selection)]

T, a test statistic used during discordancy testing [outlier analysis]

17 a database transaction consisting of a set of items [association rule
mining]

T a point in time denoting the onset of positive activity [subscriber

behaviour profiling]

Lo a threshold value for node k [artificial neural network]

Uk the output of the i** observation from the hidden node k lartificial
neural network]

V; the value of the test statistic T, on observation X; [outlier analysis]

w the threshold value used in a fraud scoring function [subscriber
behaviour profiling]

w the rate at which old calls are aged out from a signature component
[subscriber signature design]

Wi the strength of the connection from the j** node to the k" node
[artificial neural network]

Wk the strength of the connection from hidden node k to output node
q [artificial neural network]

Wik the validity indicator of the comparison between the k** variable in
X, and X [cluster analysis]

the value of the j' explanatory variable at the i'" observation

Tj;

X; N values of the it explanatory variable

X; a vector of P explanatory variables of the i*" observation

X a vector of N observations

X the measurement space containing all possible measurement vectors
X

X, a model without explanatory variable z;; [logistic regression]

Yi the value of the response variable at the i*" observation

Ui the predicted value of the response variable at the 7" observation

Y the average value of all the response variables

Yqgi the observed response of the i observation belonging to class ¢
[artificial neural network]

Yqi the response of the i’ observation at output node ¢ [artificial neural
network]|

Y the vector of IV response values in the set of observations

m(X;) the model on explanatory variables X; [logistic regression]

(X)) the maximum likelihood estimate of 7(X;) [logistic regression]



Vki

C(Xz‘, yi)

xxil

the error of the i observation at hidden node k [artificial neural
network]

an impurity function calculating tree node impurity [classification
tree]

the complexity parameter [classification tree]

the contribution of the pair (X;,y;) to the likelihood function [lo-

gistic regression]
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Chapter 1

Introduction

1.1 Fraud in Mobile Telecommunication Networks

Fraud in a mobile telecommunication network refers to the illegal access of the network and
the subsequent use of its services. The development of intelligent data analysis methods for
fraud detection may certainly be motivated from an economic point of view. Additionally,
the reputation of a network operator may suffer from an increasing number of fraud cases.
The Business Day of 20 March 2003 [9] reported that globally, mobile telecommunication
fraud is bigger business than international drug trafficking, with operators worldwide
typically losing US $55bn a year. It is the single largest cause of revenue loss for operators,
costing them between 3% and 5% of their annual revenue. In Africa alone, carriers write
off R700m a year to fraud, which is expected to increase since more than thirty million
Africans have access to cellular telephones, providing criminals with a very large wireless
market to infiltrate [9].

Historically, earlier types of fraud involved use of technological means to acquire free
access to the mobile telecommunication network. Cloning of cellphones by creating copies
of handsets with identification numbers from legitimate subscribers was typically used as
a means of gaining free access to the network. In the era of analog handsets, identification
numbers could be captured easily by eavesdropping with suitable receiver equipment in
public places, where cellphones were evidently used. One specific type of fraud, called
tumbling, was quite prevalent in the United States. It exploited deficiencies in the valida-
tion of subscriber identity when a cellphone subscription was used outside the subscriber’s
home area. The fraudster kept switching between captured identification numbers to gain
access. Early fraud detection systems examined whether two instances of one subscription
were used at the same time — this was called the overlapping calls detection mechanism.
Detection systems testing for call origin locations geographically far appart, but in tem-
poral proximity, were called velocity traps. Both the overlapping calls and the wvelocity

trap methods attempted to detect the existence of two cellphones with identical iden-
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tification codes, clearly evidencing cloning. As a countermeasure to these fraud types,
technological improvements were introduced [22]. However, new forms of fraud also came
into existence. One of the growing types of fraud in South Africa is so-called subscription
fraud. In subscription fraud, a fraudster obtains a subscription, possibly with false iden-
tification, and starts a fraudulent activity with no intention to pay the bill. Another kind
of subscription fraud, known to most South Africans, is the theft of cellphones, where
offenders steal cellphones and use them to make calls until the theft is reported and the
handset is locked by the service provider. In September 2001 the media reported that
MTN, one of South Africa’s cellular service providers, receives on average 5700 reported
thefts of cellphones every month [32].

One way that operators may fight back is by installing fraud prevention software to
detect usage anomalies quickly. Callers are dissimilar, so calls that look like fraud for
one account, may be expected behaviour for another. Fraud detection must therefore be
tailored to each account’s own activity. However, a change in behaviour patterns is a

common characteristic in nearly all fraud scenarios.

1.2 Problem Description and Thesis Objectives

The mobile telecommunication industry suffers major losses each year due to fraud, as
mentioned in §1.1. Because of the direct impact of fraud on the bottom-line of network
operators, the prevention and detection of fraud has become a priority. Subscription
fraud is currently a major form of fraud, but as fraud detection software becomes more
successful in detecting and preventing this kind of fraud, criminals are likely to discover
new techniques to defraud service providers and their customers.

Modern computerised fraud management systems implement a combination of dif-
ferent proprietary fraud detection techniques, each one contributing to a subscriber’s
fraud weight, typically generating an alarm when the fraud weight exceeds a user-defined
threshold value. Classification techniques — most often artificial neural networks — are
routinely included in modern fraud management systems; such systems usually are not
used to detect fraud, but rather to confirm fraud detected by other techniques. Fraud
management systems achieve behaviour profiling by grouping subscribers according to
the product to which they subscribe, thereby assuming that subscribers subscribing to
a certain product exhibit similar behaviour. Detection rules and threshold values, being
the heart of most fraud detection strategies, are defined by fraud analysts using a method
of trial and error.

In this thesis the focus is on the use of well-known data mining techniques in the fraud

detection process. The following objectives have been set:

1. To employ classification, clustering, association and probabilistic techniques to build
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models for use in the fraud detection process.
2. To establish a context for well-known data mining techniques in fraud detection.

3. To evaluate and compare the performances of various data mining methodologies
typically employed to detect fraud. Performance may be measured by the fraud

detection rate and the false alarm rate.

4. To suggest a combination of data mining techniques that may be used to build a
comprehensive fraud detection model that is capable of outperforming models based

on a single data mining methodology.

1.3 Layout of Thesis Structure

This thesis consists of seven chapters. Various basic data mining methodologies used in
building cellular telephone user behaviour profiles and detecting fraud are described in
Chapter 2. In Chapter 3, the nature and operation of the cellular telecommunications
industry is described. The chapter proceeds with a discussion of the types of fraud
experienced by South African network operators, and the methods they employ to detect
and prevent these fraud types. In Chapter 4, a number of seminal articles related to fraud
detection in specifically cellular telecommunication networks, which influenced this thesis,
are summarised. Chapter 5 provides insight into the call data collection process and the
characteristics of the collected data. Chapter 6 forms the core of the thesis, where different
data mining methods are applied to real data, demonstrating how user behaviour profiles
may be built and how fraud may be predicted. The chapter also contains an appraisal of
the performance and appropriateness of the different data mining methods in the context
of the fraud detection process. A number of conclusions and recommendations are made
in Chapter 7. A combination of data mining techniques are suggested in the chapter that
may be used in conjunction with each other to build a comprehensive fraud detection

model capable of outperforming models based on a single data mining methodology.
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Data Mining Methodologies

Berry, et al. [4] define data mining as the exploration and analysis, by automatic or semi-
automatic means, of large quantities of data in order to discover meaningful patterns and
rules. The statistical techniques of data mining include linear and logistic regression, mul-
tivariate analysis, principle component analysis, decision trees, neural networks, Bayesian
deciston making, association rule mining, cluster analysis and outlier analysis.

The data mining methodologies employed in this thesis during the analysis of cellular

telephone call data and the subsequent model building process are reviewed in this chapter.

2.1 Decision Trees

Hair, et al. [20] define the process of constructing decision trees as a sequential partition-
ing of observations to maximise the differences on response variables over the different
partition sets. The construction of a decision tree is a technique that generates a graphic
representation of the model it produces. It is called a decision tree, because the resulting
model is presented in the form of a tree structure. Decision tree problems are divided
into classification problems and regression problems. In classification problems one at-
tempts to predict values of a categorical response variable from one or more continuous
and/or categorical explanatory variables, whilst in regression problems one attempts to
predict the values of a continuous variable from one or more continuous and/or categorical

explanatory variable(s) [7].

2.1.1 Classification Trees

A classifier or classification rule is a systematic method of predicting to which class an
observation belongs, given a set of measurements on each observation. A more precise
formulation of what is meant by a classification rule may be achieved by defining the
measurements X; = (1, o, ..., Tp;) as the measurement vector made during observa-

tion 7 of some process. The measurement space X is defined as containing all possible
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measurement vectors X;. Suppose the response variables y; of the observations fall into
J classes C,Cy,...,Cy, and let C be the set of classes, C = {C,...,C;}. A systematic
way of predicting class membership is a rule that assigns a class membership in C to every
measurement vector X; in X. That is, given any X; € X, the rule assigns one of the
classes in C to X;.

A classifier or classification rule is a function d : X +— C. Another way of view-
ing a classifier is to define A; as the subset of X for which d(X;) = C}, that is A; =
{X;:d(X;) = C;}. The sets Ay, ..., A; are disjoint and XY= U;A;. A classifier is there-
fore a partition of X into J disjoint subsets, A, ..., A;, such that, for every X; € A;, the
predicted class is C}.

In systematic classifier construction, past experience is summarised in a learning sam-
ple L. This consists of the measurement data on N past observations together with their
actual classifications, that is a set of data of the form £ = {(X1,41),..., (Xn,yn)} on N
observations, where X; € X and y; € C,i=1,..., N [§].

Classifier Accuracy Estimates

One way to measure the accuracy of a classifier is to test the classifier on subsequent
observations whose correct classifications are known. This may be achieved by construct-
ing d using £, drawing another very large set of observations from the same population
from which £ was drawn and then observing the correct classification for each of those
observations, and also finding the predicted classification using d(X;). Let the proportion
misclassified by d be denoted by R(d). In actual problems, only the data in £ are avail-
able, with little prospect of obtaining an additional large sample of classified observations.
In such cases L is used both to construct d(X;) and to estimate R}(d). Such estimates of
R:(d) are referred to as internal estimates.

The least accurate and most commonly used internal estimate is the resubstitution
estimate. After the classifier d is constructed, the observations in £ are run through the
classifier. The proportion of observations misclassified is the resubstitution estimate. An
indicator function Z(-) is defined to be one if the statement between the parenthesis is
true, and zero otherwise. The resubstitution estimate may then be formulated as

1
R.(d) N (X%€£I<d(XZ> # Yi) - (2.1)
The problem with the resubstitution estimate is that it is computed using the same data
used to construct d, instead of using an independent sample. Using the subsequent value
of R.(d) as an estimate of R’(d) may give an overly optimistic measure of the accuracy
of d.

Another internal estimate often used is the test sample estimate. Here the observations

in £ are partitioned into two sets, £; and L5. Only the observations in £; are used to
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construct d. Then the observations in £y are used to estimate R} (d), using the expression
in (2.1). The test sample approach has the drawback that it reduces the effective sample
size. This is a minor difficulty if the sample size is large.

However, for smaller sample sizes, another method, called V' -fold cross-validation, is
usually preferred. The observations in £ are randomly partitioned into V' subsets of
approximately equal size, denoted by Ly, ..., Ly . The classification procedure is applied
for every v € {1,...,V}, using as the learning sample £\ £,, to obtain a classifier d)(X;).
Since none of the observations in £, have been used in the construction of d, a test
sample estimate for R} (d(”)) is calculated, using the expression in (2.1). Finally, using

the same procedure again, a classifier d is constructed using all observations in L.

Construction of Classification Trees

Tree structured classifiers are constructed by repeated splits of subsets of X into two
descendant subsets, beginning with A" itself. Those subsets which are not split are called
terminal subsets. The terminal subsets form a partition of X and are designated by a

class label. The entire construction of a tree revolves around three elements:
1. Selection of the splits.
2. Decisions as to when to declare a node terminal, or to continue splitting it.
3. Assignment of each terminal node to a class.

Assume that the measurement vectors have the form X; = (xy;,...,zp;). Let Q be a
set of binary questions of the form {Is X; € A7}, where A C X is obtained by (possibly
repeated) splitting of the space X. The set of questions Q is defined by adhering to the

following rules:
1. Each split depends on the value of a single variable.

2. For each continuous variable z;;, Q includes all questions of the form {Is z;; < C?}

for all C' ranging over (—o0, 00).

3. If x;; is categorical, taking values in {by, b, ... by}, then Q includes all questions

of the form {Is z;; € B?} as B ranges over all subsets of {b,bs,...,b}.

The idea is to select each split of a subset so that the data in each of the descendant
subsets is purer than the data in the parent subset. A so—called goodness of split crite-
rion is derived from a so—called impurity function ¢, defined on the set of all J-tuples
(p1(t),...,ps(t)), where p;(t), j € {1,...,J}, is the proportion of observations at node t,
X, € t, belonging to class C; and satisfying p;(t) > 0, Zj p;(t) = 1, with the properties
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that:
1. ¢ is a maximum only at the point (%, %, ceey %),
2. ¢ achieves its minimum only at the points (1,0,...,0),(0,1,...,0),...,(0,0,...,1).

Given an impurity function ¢, an impurity measure i(t) at node ¢ is defined as

Z(t) = gb(]h(t),pg(t), s 7pJ(t)) :

If a candidate split s at node ¢ sends a proportion pg of the observations in ¢ to descendant
subset tg and the proportion py, to descendant subset ¢, the decrease in impurity is defined

as
Ai(S,t) = Z(t) — pRz'(tR) — pLi(tL),
which is referred to as the goodness of the split s of t. At the node ¢ all candidate splits
in S are considered so as to find a split s* that yields the largest decrease in impurity,
that is for which
Ai(s*,t) = max Ai(s, t).

seS
After a certain amount of splitting has been performed, the set of splits used, together
with the order in which they were performed, determines a binary tree 7. The current

set of terminal nodes are denoted by 7. The tree impurity I(T) is defined as

teT

where p(t) is the resubstitution estimate of the probability that any observation falls into
node ¢, and is defined by p(t) = >_; p;(t), where p;(t) is the resubstitution estimate for
the probability that an observation will both be in class C; and falls into node ¢. Tree
growing is terminated when a node ¢ is reached in which no significant decrease in impurity
is possible. Such a node t then becomes a terminal node. This may be achieved by setting

a threshold x > 0, and declaring a node ¢ terminal if

A(s,t ) 2.2
max A(s, t) < # (2.2)
A so—called class assignment rule assigns a class C;, j € {1,...,J}, to every terminal

node t € T. The class assigned to node t € T is denoted by j(t). The class assignment of

a terminal node is determined by

p;(t) = max{p;(t)},

in which case node ¢ is designated as a class C; terminal node. If the maximum is achieved
for two or more different classes, C; is assigned arbitrarily as any one of the maximising

classes.
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Some observations in £ may be incomplete in terms of values for certain explanatory
variables. This problem may be overcome by the use of surrogate splits. The idea is to
define a measure of similarity between any two candidate splits s and s’ of a node t. If
the best split of ¢ is the candidate split s on the variable z;;, the candidate split s’ on
the variables other than z;; is found that is most similar to s, and s’ is called the best
surrogate for s. The second best surrogate, third best, and so on are defined similarly. If
an observation does not include z;; in its set of explanatory variables, the decision as to
whether it goes to ¢y, or tg is made by using the best surrogate split.

The resubstitution estimate of the probability of misclassification, r(t), given that an

observation falls into node t, is defined by
r(t)=1- mjax{pj(t)}.
The resubstitution estimate for the overall misclassification cost, R’(T"), is given by

RUT) = Y r(tpt)

where R}(T) is the tree misclassification cost and R.(t) is the node misclassification cost.

The splitting termination rule, given by inequality (2.2), typically produces unsatis-
factory results [8]. A more satisfactory procedure is to grow a very large tree T),q. by
letting the splitting procedure continue until all terminal nodes are either small, or pure,
or contain only identical measurement vectors. Here, pure means that the node observa-
tions are all in one class. The large tree T,,.., may then selectively be pruned, producing
a sequence of subtrees of T},,.., and eventually collapsing to the tree {¢;} consisting of the
root node.

A branch T; of T" with root node t € T consists of node ¢t and all descendants of ¢
in 7. Pruning a branch T; from T consists of deleting from 7' all descendants of ¢, that
is, cutting off all of T}, except its root node. The tree pruned in this way is denoted by
T — T;. If T" is obtained from T by successively pruning off branches, then 7" is called a
pruned subtree of T', denoted by 7" < T. Even for a moderately sized tree, T,,.., there
is a potentially large number of subtrees and an even larger number of distinct ways of
pruning up to the root node {¢;}. A selective pruning procedure is necessary, that is, a
selection of a reasonable number of subtrees, decreasing in size, such that each subtree
selected is the best subtree in its size range.

The so—called minimal cost-complexity method of pruning results in a decreasing se-
quence of subtrees. The complexity of any subtree T' < T,,,4., is defined as |f!, the number

of terminal nodes in T". Let v > 0 be a real number called the complexity parameter and
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define the cost-complexity measure R.,(T") as
Reo(T) = Ro(T) +1|T. (23)
For each value of v, that subtree T'(y) < T4, is found which minimises R.,(T), that is
Rey (T(7)) = min {Re,(T)}.

If ~ is small, the penalty for having a large number of terminal nodes is small and T'(v)
will be large. As the penalty 7 per terminal node increases, the minimising subtrees 7'(7y)
will have fewer terminal nodes. For ~ sufficiently large, the minimising subtree 7'(y) will
consist of the root node only. The minimal cost-complexity method of pruning results in
a decreasing sequence of subtrees T} > Ty > ... > {t1}, where T, = T'(yx) and v; = 0.
The problem is now reduced to selecting one of these subtrees as the optimum-sized tree
[8]. The best subtree, T},, is a subtree minimising the estimate of the misclassification

cost.

2.1.2 Regression Trees

In regression, an observation consists of data (X;,y;) where X;, the measurement vector,
lies in a measurement space X, and y;, the response variable of the i** observation, is a real-
valued number. With regression, construction of a predictor d(X;) and the determination
of its accuracy are achieved in the same way as in classifier construction, as described
in §2.1.1; the only difference being that a classifier predicts class membership, while
regression predicts a real-valued number.

A regression tree is constructed by partitioning the space X by a sequence of binary
splits into terminal nodes. In each terminal node ¢, the predicted response value y(t) is
constant. Starting with a learning sample £, three elements are necessary to determine a

tree predictor:
1. A method to select a split at every intermediate node,
2. A rule for determining when a node is terminal, and
3. A rule for assigning a value y(t) to every terminal node t.

In order to assign a value to each terminal node, the resubstitution estimate for the

misclassification cost,
N
1 2
RT d - — T d 1 y
(@ = 7 2 = d(X)

is calculated. Then y(t) is taken to minimise R,(d). The value of y(¢) that minimises

R,.(d) is the average of y; for all observations (X;,y;) falling into ¢. Thus, the extremal
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value of y(t) in question is given by

1) = 7 O e

X; €t

where the sum is taken over all y; such that X; € ¢, and where N(t) is the total number

of observations in ¢t. The error of a regression tree T is given by

RAT) = 3" Ri(1),

teT

where, R,.(t), the error of node ¢ is given by

X, et

Given any set of candidate splits S of a current terminal node ¢ in f, the best split
s* of ¢ is a split in & which decreases R,(T) most. For any split s of ¢ into descendant
subsets ¢z, and tg, let AR, (s,t) = R,(t) — R.(tL) — R.(tr). The best split, such that
AR, (s",t) = max{AR,(s,t)},

seS

is taken.

Minimal error-complexity pruning in regression trees is achieved in exactly the same
way as minimal cost-complexity pruning in classification trees. The result of minimal
error-complexity pruning is a decreasing sequence of trees T} > Ty > ... > {t;}, with
{t1} < Tz, and a corresponding increasing sequence of v values 0 = 73 < 72 < ...,
such that, for v, < v < Y41, T) is the smallest subtree of T,,,, minimising R,.(T), the

error-complexity measure of tree T" as given by the expression in (2.3).

2.2 Variable Selection

Variable selection methods are used mainly in exploratory situations, where many explana-
tory variables have been measured and a final model explaining the response variable has
not been reached or established [1].

Suppose y; is a variable of interest, depending in some (possibly complex) way on a
set of potential explanatory variables or predictors (z1;, ..., 2p;). The problem of variable
selection, or subset selection as it is often called, arises when modelling the relationship
between y; and a subset of (zy,,...,xp;), where there is uncertainty about which subset to
use. Such a situation is of particular interest when P is large and (21, ...,z p;) is thought
to contain many redundant or irrelevant variables [17].

The variable selection problem is most familiar in the context of linear regression,

where attention is restricted to linear models. Hair, et al. [20] describe linear regression
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analysis as a statistical technique that may be used to analyze the relationship between a
single response variable and several explanatory variables. The objective of linear regres-
sion analysis is to use the explanatory variables whose values are known to predict the
single response variable selected by the researcher. Each explanatory variable is weighted
by the regression analysis procedure to ensure optimal prediction of the response variable
from the set of explanatory variables. The weights denote the relative contribution of
the explanatory variables to the overall prediction and facilitate interpretation as to the
influence of each variable in making the prediction, although correlation among the ex-
planatory variables complicates the interpretive process. The set of weighted explanatory
variables forms the regression variate, a linear combination of the explanatory variables

that best predicts the response variable.

2.2.1 The Regression Model

Suppose P explanatory variables are used to predict the response variable Y, and N
observations of the form (y;,x1;, 22, ..., 2p;) are available, where xj; is the value of the
4t explanatory variable at the i** observation, and y; is the value of the response variable
at the i*" observation. Linear regression models assume a relationship between Y and the

P explanatory variables of the form

Yi = Bo + Bix1i + Boxoi + ... + Bpapi + €, (2.4)

where ¢; is a stochastic error term, with mean 0, representing noise in the data. The errors
€¢; are assumed to be independent and identically normally distributed with a constant

variance o2; that is forall i =1,..., N
€ ~ N(0,0%).
Suppose 3; ( =0,1,..., P) is estimated by ﬁAj, then the prediction for y; is given by
Ui = Bo + leu + Bﬂm‘ +...+ BPl'Pi-
The prediction error of the regression model is defined by e; = y; — ;, foralle =1,... N

[42].

2.2.2 Criteria for Variable Selection

Any variable selection procedure requires a criterion for deciding how many and which
variables to select for the prediction of a response variable. The least squares method of
estimation minimises the residual sum of squares, also called the sum of squared errors.

Hair, et al. [20] define the sum of squared errors as the sum of squared prediction errors
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(residuals) across all observations, denoted by E. This quantity is used to denote the

variance in the response variable not yet accounted for by the regression model. Hence

N N

B=Y(m—0P =) ¢ (25)

i=1 i=1

Small values of E indicate that the least squares profile fits the data well. Therefore,
an implicit criterion for variable selection is the value of E. A related criterion to assess
prediction accuracy is the sum of squared regression, which is the sum of squared differ-
ences between the mean and predicted values of the response variable for all observations.
This quantity is denoted by R, and represents the amount of improvement in explanation
of the response variable attributable to the explanatory variables, as more explanatory

variables are added to the regression equation. That is,

Ry = Z(ij -7)° (2.6)

The total sum of squares, denoted by T, is the total amount of variation that exists and
needs to be explained by the explanatory variables. The so—called baseline is calculated
by summing the squared differences between the mean and actual values for the response

variables across all observations, that is

N N N

Ts=> wi—9"=Y Gi—-9>+Y (i —4) =R, +E.
i=1 i=1 i=1
In deciding between alternative subsets of variables, the subset producing the smaller
value of E would typically be selected. Prediction accuracy may also be expressed by the

coefficient of determination (R?), given by

This quantity is a measure of the proportion of the variance of the response variable about
its mean that is explained by the explanatory variables. The higher the value of R?, the
greater the explanatory power of the regression equation, and therefore the better the

prediction of the response variable [20]. Note that

N
E=Y 6 —1)’(1—-R.
i=1
Therefore, minimising E is equivalent to maximising the coefficient of determination (R?).
The value of R? will never decrease by including additional variables, therefore all the

explanatory variables will be selected if the criterion of maximising R? is used. The
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adjusted coefficient of determination, denoted by Ez, will reduce this bias and is related

to R? by the relationship

P(1 - R?%)

N—-P-1

where P is the number of explanatory variables and N is the sample size. The idea is

R =R -

that those explanatory variables that maximise R’ are chosen [1].
Another method of variable selection is to minimise the residual mean square, defined

as
E

M= ———.
N-P-1
This quantity is related to the value of R by means of the relationship

—  1—M?
R = ,
Sy

where
N

i — )
S2 = ; Wi—m N 1) .

The so—called general F'-test is the basis for several selection procedures. Suppose
the explanatory variables (xy;, o;, ..., xp;) are used in the regression equation. Suppose
also that measurements on () additional variables (xpi1,, Tpi2i,. .., Tp1+g.i), are available.
Before deciding whether any of the additional variables should be included, the hypothesis
that, as a set, the () variables do not improve the prediction of the response variable, is
tested. If the regression equation in the population has the form of equation (2.4), the
hypothesis

Hy: Bpy1=0pi2=...=Ppig=0

is tested. To perform the test, an equation that includes all P + () variables is first
obtained, and the residual sum of squares (Epq) is computed. Similarly, an equation
that includes only the first P variables and the corresponding residual sum of squares

(Ep). Then the test statistic is computed as

_ (Er—Epq)/Q
Epiq/(N-P—-Q—1)

The numerator measures the improvement in the equation by using the additional @)

F

variables. The hypothesis is rejected if the computed value of F' exceeds the tabled value
F(1 — «) at a level of significance «, with @ and N — P — @ — 1 degrees of freedom [1].

2.2.3 General Approaches to Variable Selection

There are several approaches to assist in finding the best regression model.
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2.2.3.1 Forward Selection Method

In the forward selection method the best single variable is selected by choosing the variable
with the highest absolute correlation with ;. The partial correlation coefficients are
examined to find an additional explanatory variable that explains the largest statistically
significant potion of the error remaining from the first regression equation. The variable
selected will maximise the F' statistic for testing that the partial correlation coefficient
is zero. The forward selection method proceeds in this manner, each time adding one
variable to the variables previously selected, until a specified termination rule is satisfied.
The most commonly used termination rule is based on the F-test of the hypothesis that
the partial correlation of the variable entered is equal to zero. The termination rule
terminates the process of entering variables when the computed value of F'is less than a

specified value. This cutoff value is called the minimum F-to-enter value [1, 20].

2.2.3.2 Backward Elimination Method

The backward elimination method begins with all the variables in the equation and pro-
ceeds by eliminating the least useful variables one at a time. For each variable, the F
statistic testing that the variable’s coefficient is zero, is computed. The F' statistic here is
called the computed F'-to-remove value. The variable with the smallest computed F-to-
remove value is a candidate for removal. The maximum F-to-remove value is specified.
The termination rule terminates the process of removing variables when the minimum

F-to-remove value is greater than some threshold [1].

2.2.3.3 Stepwise Procedure

The stepwise variable selection procedure is a combination of the forward selection and
backward elimination methods. At step 0 only ¥ is included. At step 1 the variable with
highest computed F-to-enter value is selected. At step 2 a second variable with highest
computed F-to-enter value is entered, if the highest computed F-to-enter value is greater
than the minimum F-to-enter value. After the second variable is entered, the F-to-remove
value is computed for both variables. If either of them is lower than the maximum F-to-
remove value, the variable is removed. If not, a third variable is included if its computed
F-to-enter value is large enough. In successive steps this process in repeated. For a given
equation, variables with small enough computed F-to-remove values are removed, and
the variables with large enough computed F-to-enter values are included. The process

terminates when no variables may be deleted or added [1].
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2.3 Logistic Regression

The goal in logistic regression is to find the best fitting, and most parsimonious model, to
describe the relationship between a response or outcome variable, and a set of explanatory
or predictor variables [24]. Logistic regression is a special form of regression, one in which
the response variable is a nonmetric, dichotomous variable. Although some differences
exist, the general manner of interpretation is similar to that of linear regression [20], as
described in §2.2.

2.3.1 Difference between Logistic and Linear Regression

The key quantity in any regression analysis is the mean value of the response variable,
given the values of the explanatory variables. This value is called the conditional mean,
and is expressed as F(y;|X;), where y; denotes the response variable and X; denotes the
value of the explanatory variables, as before. In the linear regression case, this mean is

expressed as an equation linear in X;, that is

E(yi|X;) = Bo+ Biz1i + ... + Bpxp;.

This expression implies that it is possible for E(y;|X;) to take on any value as X; ranges
between —oo and +o0o0. When the response variable is a dichotomous variable, the mean
must be greater than or equal to zero, and less than or equal to one, that is 0 < E(y;|X;) <

1. The logistic regression model is given by

ePotPrziit. . +Bprpi

W(XZ - 1 + ePot+biziit...+Bprpi’ (27)

where 7(X;) = E(y;|X;). The logistic transformation is central in the study of logistic
regression, and is defined in terms of 7(X;), as
m(Xi)
X;) = In |2
9% HL—W(Xi)}
= Oo+ bz + ...+ Bpap.

The significance of this transformation is that g(X;) has many of the desirable properties of
a linear regression model. The logistic transformation, g(X;), is linear in its parameters,
may be continuous, and may range from —oo to +o0o, depending on the range of and
properties of X; [24].

The conditional distribution of the response variable in linear regression is different to
that in logistic regression. In linear regression models, it is assumed that an observation
of the response variable may be expressed as y; = E(y;|X;) + €;, where ¢; indicates the
observation’s deviation from the conditional mean. It is assumed that ¢; follows a normal

distribution with mean equal to zero and some variance that is constant across all values
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of the explanatory variables. It follows that the conditional distribution of the response
variable, given X;, will be normal with mean E(y;|X;), and the variance is constant. This
is not the case with a dichotomous response variable. In this situation, the value of the
response variable, given X;, may be expressed as y; = 7(X;) + ¢;, where ¢ may assume
one of two possible values. If y; = 1, ¢, = 1 — n(X;), with probability =(X;). If y; = 0,
¢; = —m(X;), with probability 1 —7(X;). Hence, ¢; has a distribution with mean equal to
zero and variance equal to 7(X;)[1 — 7(X;)] [24].

2.3.2 Fitting the Logistic Regression Model

Suppose a sample of N independent observations of the pair (X;,v;),7 = 1,2,..., N exists,
where y; denotes the value of the dichotomous response variable, and X is the value of the
explanatory variables in the i observation. To fit the logistic regression model in (2.7) to
a data set, the values of the unknown parameters, (3, ..., 3p), must be estimated. The
maximum likelihood method is used to estimate the logistic regression model. In general,
this method yields values for the unknown parameters which maximises the probability
of obtaining the observed set of data.

If y; is coded as zero or one, then the conditional probability that y; is equal to 1
given X, is provided by the expression for 7(X;), given in expression (2.7). This is
denoted as P[(y; = 1)|X;]. The conditional probability that y; is equal to zero given X,
P[(y; = 0)|X;], is given by 1 — 7(X;). For those pairs (X;,y;), for which y; = 1, the
contribution to the likelihood function is 7(X;), and for those pairs for which y; = 0, the
contribution to the likelihood function is 1 — 7(X;). The contribution of the pair (X;, y;)

to the likelihood function may be expressed as
C(Xi, i) = m(Xa)¥ [1 — w(X)] . (2.8)

The observations are assumed to be independent, hence, the likelihood function is

obtained as the product of terms given in expression (2.8), that is

L(Br,....0p) :HC(Xiayi)' (2.9)

The principle of maximum likelihood states that the values which maximise the ex-
pression in (2.9) should be used as estimates of ((y,...,p). It is mathematically easier
to work with the logarithm of the quantity I(5,...,3p) in (2.9), defined as

L(By,....0p) = Wn[l(B,...,0p)]

= D {whnlr(X)] + (1 — ) Il —7(X,)]}. (2.10)
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To find values (04, . . ., fp) that maximise L((, ..., Bp), the function is differentiated with
respect to (01, ..., 0p), and the resulting expressions set to zero. The resultant equations

are

Z[yi —7(X;)] =0 (2.11)

and
N
> Xilyi — m(Xi)] =0. (2.12)
i=1
Equations (2.11) and (2.12) are nonlinear in (i, ..., 3p), and are therefore solved numer-

ically using iterative methods [24].

2.3.3 Testing for the Significance of the Coefficients

After estimating the coefficients of the explanatory variables in a response variable predic-
tion model, an assessment of the significance of the variables in the model is performed.
One approach to testing for the significance of the coefficient of an explanatory variable
in any model, is to compare the prediction accuracy of a model that includes the variable
in question, and that of a model that does not include that variable, with observed values
of the response variable.

In linear regression, the assessment of the significance of a coefficient is performed
by constructing an analysis of variance table. In this table the total sum of squares,
denoted by T', is partitioned into the residual sum of squares, denoted by FE, and the
sum of squared regression, denoted by R,. The observed value is denoted by y;, and the
predicted value for the it set of explanatory variable observation values under the model,
is denoted by ¢;. This comparison is evaluated in (2.5). Under the model not containing
explanatory variables, the only parameter is 3y, and Bo = 7, the mean of the response
variable. In this case §; = ¥, and F is equal to the total variance. When explanatory
variables are included in the model, any decrease in E will be due to the fact that the
slope coefficient for the explanatory variables is not zero. A change in the value of E
is due to the regression source of variability, denoted R, in (2.6). A large value for R,
suggests that the explanatory variable is important, whereas a small value suggests that
the explanatory variable is not helpful in predicting the response.

The guiding principle in logistic regression is the same as in linear regression: The ob-
served values of the response variable are compared to the predicted values obtained from
models with and without the variable in question. In logistic regression, comparison of
observed values of the response variable to predicted values, is based on the log likelihood

function, defined in (2.10). To understand this comparison better, note that the observed
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value of the response variable is also a predicted value resulting from a saturated model.
A saturated model is one that contains as many parameters as there are observations.
The comparison between observed and predicted values of the regression model, using the

log likelihood function, is based on the expression

D(X, 1) = —21In [é—} , (2.13)

where L. is the log likelihood of the current model, and L, is the log likelihood of the
saturated model. The reason for using minus twice the log is of a mathematically technical
nature, and is necessary to obtain a quantity whose distribution is known and may thus
be used for hypothesis testing purposes [24]. Such a test is called the likelihood ratio test.
Using (2.10), the expression in (2.13) becomes

D(X;,y;) = —2é [yi In <W(X)) +(1—y)n (L(X)ﬂ , (2.14)

Y 1 —w

where 7(X;) is the maximum likelihood estimate of 7(X;). The statistic, D(X;,y;), in
expression (2.14) is called the deviation. The deviation in logistic regression plays the same
role as the residual sum of squares plays in linear regression. To assess the significance
of an explanatory variable, the values of D(X;,y;) for equations with and without the

explanatory variable, are compared. The change in D(X;,y;) is obtained as

G(Xy,y:) = D(Xiayi)_D(Xiayi)

= —2In [f] : (2.15)

where X, is the model without explanatory variable x;, X; is the model with explanatory
variable xj;, L; is the log likelihood of the model with the explanatory variable z;;, and
L; is the log likelihood of the model without the explanatory variable xj;. For the case
of a single explanatory variable, it is known that when that variable is not in the model,
the maximum likelihood estimate of [y is In(n;/ng), where n; = Zf\;l y;, and ng =
SV, (1 — y;), and the predicted value is the constant, n,/N. In this case the value of
G(X;,y;) is given by

B ()" ()"
G(X;,y) = —2In Z.]\il K (1 — (X))
= 2 Z[yi In(#(X;) + (1 — ;) In(1 — #(X;)] = [n1 In(ny) + no In(ng) — N In(N)].

Under the hypothesis that [1,...,0p is equal to zero, the statistic G(X;,y;) follows a

chi-square distribution with one degree of freedom [24].
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2.4 Artificial Neural Networks

Hair, et al. [20] state that neural networks are one of the tools most likely to be associated
with data mining. Patterned after the workings of the neural system of the brain, a neural
network attempts to learn, by means of repeated trials, how to organise itself so as to
achieve optimal prediction. The neural network model is composed of nodes, also called
neurons, which act as inputs, outputs, or intermediate processors. Each node is connected
to a set of neighbouring nodes by means of a series of weighted paths, similar to the weights
in a regression model. Based on a learning paradigm, the model takes the input data of
the first observation, and makes an initial prediction based on the weights of the network.
The prediction error is assessed, and then the model attempts to modify the weights so
as to improve prediction, and then moves on to the next observation. This cycle repeats
itself for each observation in what is termed the training phase, when the model is being
calibrated. After calibration, the model may be used on a separate sample of observations

to assess its external validity.

2.4.1 Basic Concepts of Neural Networks

There are three basic types of neural networks: multilayer perceptron networks, radial
basis function networks, and Kohonen networks. The multilayer perceptron model is the
most commonly used and is the type described in this section.

The most basic element in a neural network is a node, a self-contained processing
unit that acts in parallel with other nodes in the neural network. Each connection from
another node has an assigned weight. A weight wy; is interpreted as the strength of the
connection from the j** node to the £** node. The node processes the incoming data by
creating a weighted sum value in which each input value is multiplied by its respective
weight. Thus the net input into node k during observation ¢ is given by

Qg = Z Wi Tj; + [k,
J
where z;; denotes the output value of the i observation from node j, and py, is a threshold
value for node k.

Each node takes its net input and applies an activation function to it. For example,

the output of the 5" node is b (ay;), where b(+) is the activation function. The two common

choices for activation functions, are the threshold function

b Qi ) = -
1) { 0 otherwise

or sigmoidal functions, such as
1

bo(ani) = T o—am

(2.16)
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or
b3 (CL]W) = tanh(aki) .

A layer of a multilayer network is composed of nodes that perform similar tasks. A
feedforward network is one where nodes in one layer are connected only to nodes in the
next layer, and not to nodes in a preceding layer or nodes in the same layer. The first
layer of a multilayer network consists of the input nodes, denoted by zj;. An input node
represents a single variable or pattern. Metric variables require only one node for each
variable. Nonmetric variables have to be encoded, which means that each value of the
nonmetric variable should be represented by a binary variable. The last layer contains
the output nodes, denoted by y,. The outputs represent membership of one of the ¢
classes. All other nodes in the model are called hidden nodes, denoted hy;, and together
constitute the hidden layers. It is the hidden layers and activation function that allow
neural networks to represent nonlinear relationships. A feedforward network may have a

number of hidden layers with a variable number of hidden nodes per layer [40].

2.4.2 Neural Network Learning

The weights in neural networks are adjusted to solve the problem presented to the network.
Learning or training is the term used to describe the process of finding the values of these
weights. The two types of learning associated with neural networks are supervised learning
and unsupervised learning. Supervised learning occurs when there is a known target value
associated with each input in the training set. The output of the network is compared
with the target value, and the difference is used to train the network. Unsupervised
learning occurs when the training data lack target output values corresponding to input
patterns. The network must learn to group input patterns based on some common feature.
One of the most common algorithms used for training neural networks, in the context of
supervised learning, is backpropagation.

The backpropagation algorithm is a method to find weights for a multilayered feedfor-
ward network. To accomplish learning, some form of an objective function or performance
metric is required. The goal is to use the objective function to optimise the weights. The
most common performance metric used in neural networks is the sum of squared errors,

defined as

N O
ZZ Ygi — yqz ) (2.17)

i=1 g=1

[\')IH

where the subscript i indexes observations (with a total of N observations), where the
subscript ¢ indexes output nodes (with a total of O output nodes), where y is the observed
response, and where ¢ is the model response.

The process of passing information through the multilayer feedforward neural network

starts with the input values being presented to the input layer. The input nodes perform
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no operation on this information, but simply pass it onto the hidden nodes. The input to
the k' hidden node is

M
Iy = E Wi T ji,
Jj=1

where M is the total number of input nodes. The k** hidden node applies an activation

function,
1

14 e hwi’

to its net inputs and outputs, assuming that the activation function b(-) is the sigmoidal

Vg = b(hki) =

function, defined in (2.16). Similarly, an output node ¢ receives a net input of

H
fqi: E quvkh
k=1

where H is the number of hidden nodes, and W, represents the weight from hidden node

k to output ¢q. The node then outputs the quantity

b = W) = T
The goal is to find the set of weights wy;, the weights connecting the input nodes to the
hidden nodes, and W, the weights connecting the hidden nodes to the output nodes that
minimise the objective function, the sum of squared errors in (2.17). The objective func-
tion is a function of the unknown weights wy; and W;,. Therefore, the partial derivative of
the objective function with respect to weights wy; and Wy, represents the rates of change
of the objective function with respect to a unit change of those weights. The method to
find values for the weights is an iterative process, evaluating the partial derivatives of the
objective function with respect to the weights, and adjusting the weights in a direction

down the slope, continuing in this manner until the error function no longer decreases.

To update the weight W, the quantity

or
8qu
OF 01qi Ofyi
_nﬁ?)qi afqi ank
= (=) (Yai — Ugi)|qi (1 — G )Vri (2.18)

Aqu = —-n

is computed, where 1 simply scales the step size. The weights are updated as

!

Wy = Wy + AW,y

q
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To update the weight wy;, the quantity

oE
8wkj

o ~
. —772 (9E 0yqi 8fqz 81% 8th

0qi O f4i Ovgi Ohyi Owy;

Awg; = —n

q=1
O

= N Z(yqi — §qi)Uqi (1 = gt ) Warvri (1 — Ui )i
q=1

is computed, and substituted into the iterative relationship w;gj = wy; + Awy;. Note that
there is a summation over the number of output nodes. This is because each hidden node
is connected to all the output nodes.

The method described above may be summarised as follows in algorithmic fashion
[40]:

Algorithm 1. Backpropagation Algorithm
1. Initialise the weights to small random values.

2. Choose an observation i and propagate it forward. This yields values for vy and yg,

the outputs from the hidden layer and output layer.
3. Compute the output errors: 0y = (Ygi — Ygi)V' (foi)-
4. Compute the hidden layer errors: y; = Zqozl 0giWar ki (1 — viy).
5. Compute AWy, = ndgivg; and Awy; = Nt

6. Repeat steps 2-5 for each observation.

2.4.3 Neural Networks vs Standard Statistical Techniques

Sarle [34] argues that artificial neural networks are nothing more than nonlinear regression
and discriminant models that may be implemented with standard statistical software.
Many artificial neural networks are similar or identical to popular statistical techniques?,
especially where the emphasis is on prediction of complicated phenomena, rather than
on explanation. Sarle argues that artificial neural networks learn in much the same way
that many statistical algorithms perform estimation, but usually much more slowly than

statistical algorithms.

!Generalised linear regression models, polynomial regression models, nonparametric regression models
and discriminant analysis, projection pursuit regression models, principle component analysis, and cluster

analysis.
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Multilayer perceptron models are general-purpose, flexible, nonlinear models that,
given enough hidden nodes and enough data, are able to approximate virtually any func-
tion to any desired degree of accuracy. The complexity of the multilayer perceptron model
may be varied by varying the number of hidden layers and the number of hidden nodes in
each hidden layer. With a small number of hidden nodes, a multilayer perceptron model
is a parametric model that provides a useful alternative to polynomial regression. With
a moderate number of hidden nodes, the multilayer perceptron model may be considered
a quasi-parametric model, similar to projection pursuit regression models. A multilayer
perceptron model with one hidden layer is essentially the same as the projection pursuit
regression model, except that a multilayer perceptron model uses a predetermined func-
tional form for the activation function in the hidden layer, whereas projection pursuit
models use a flexible nonlinear smoother. If the number of hidden nodes is allowed to
increase with the sample size, a multilayer perceptron model becomes a nonparametric
sieve that provides a useful alternative to methods, such as kernel regression and smooth-
ing splines. Multilayer perceptron models are especially valuable, because the complexity
of these models may be varied from a simple parametric model to a highly flexible, non-

parametric model.

2.5 Bayesian Decision Making

Bayesian analysis is concerned with the basic problem of assessing some underlying state
of nature that is in some way uncertain. On the basis of whatever evidence does exist,
some action or actions are to be chosen from among various possible alternatives. Suppose
that there exists a set of mutually exclusive and exhaustive events that are considered
possible. It is known in advance that one, and only one, of these events will actually
occur, but there is uncertainty about which one of these it will be. Bayesian analysis
involves assigning a probability to each of these events on the basis of whatever evidence
is currently available. If additional evidence is subsequently obtained, then the initial
probabilities are revised on the basis of this new evidence by means of Bayes’ Theorem.
The initial probabilities are known as prior probabilities in that they are assigned before
the acquisition of the additional evidence bearing on the problem. The probabilities which
result from the revision process are known as posterior probabilities [31].

Bayesian classifiers are statistical classifiers, that are able to predict class membership
probabilities, such as the probability that a given sample belongs to a particular class.
Let X; be an observation whose class label is unknown and let H; be some hypothesis,
such as, that the observation X; belongs to a specified class. For classification problems,
the probability that the hypothesis H; holds, given the observation X;, namely P[H;|X;],
must be determined. The conditional probability P[H;|X;] can be calculated by Bayes’
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theorem, namely
P[X;|H;]P[H]
P[X]

PIH|X;] =

2.5.1 Naive Bayesian Classification

In a naive Bayesian classification process, each observation is represented by a P-dimen-

sional feature vector, X; = (xy;, o, ...,xp;), denoting measurements made on P at-
tributes.
Suppose that there are J classes, Cy, Cy,...,C;. Given an unknown observation, X;,

the naive Bayesian classifier predicts that X; belongs to the class having the highest
posterior probability, conditioned on X;. That is, the naive Bayesian classifier assigns an

unknown observation X; to the class C; if and only if
P[Ci|Xi] > P[C;|Xs] for 1 < j < J, j#i. (2.19)

Thus P[C;|X;] is maximised. The class C; for which P[C;|X;] is maximised is called the

maximum posteriori hypothesis. By Bayes’ theorem it holds that

PX]

PICi|Xi] =

where P[X,] is the prior probability of observation X;, P[C;] is the prior probability of the
observations belonging to class C; and P[X;|C;] the posterior probability o